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OWEMEN LIECEERFZ. Lan Manager. NTLMv1. SMBV1ZZ1t323, BH. BULINASET
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6.1.2 RAALY T H IR —

RXAYOPHIY R Y—EREL. SHMIC/NARD— ROBRER. PHDY ROy D EEHIsE
95

TI— b0 # —ARBOFHEYBRETOARERA. oD ZEBELED. Active Directory® B X1 >/
DW= —=TNRD—=RORIY—, PRAOYRAVIPI ORI —EH/RET D, /IN2AD—
FORSIF12XFMU L, EMSOBHEBLZIMBEBINC L. PHOY FOVIPI DOREEZE10
QOUZVICKHO Y DOPD FIEZEI0DICHRET D, (BFEIE)
ROWIRDU—XDERZEHET D, (HREBE)

MR, BETEDA DS VRENBEZSNDEH. AT, Active Directory TD/N\R D — REHRDIR
(C. HERENTERN (SUSTAEEBRTEEL)) . BHEENEN/IZRD—REDE, BLV/IR
IJLU—DEDTHD. Fe. SVYTLEIU—XIRBHIRETHD., NBEENEL, 2T, THD
BEINZD., FHRHOCADHEEDRABZREDIIVR—A, ERESVDDIRONUEZE, AAUDERS
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5l : takahiroffYamadaQ (16XF - E#M)

fumie&shinichirou (16XZ « BHHR L)

Kouijimachiyonchoume (19X= « #8372 L)
https.//pages.nistgov/800-63-3/  Authentication and Lifecycle Management

11 Copyright© 2018 CSAJ All Rights Reserved.


https://pages.nist.gov/800-63-3/

Lsny

6.1.3 EILMMUTHTUL
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https.//technet.microsoft.com/ja-jp/library/mt634.1 71 (v=vs.85) aspx

htto://www.atmarkit.co.jp/fwin2k/win2ktips/1273renadm/renadm.html

6.1.4 X2 )T4UIL—TDESR

Administrators. Enterprise Admins. Account Operator&ENDEFa)F 1« TIL—T, Guest?

NV EDEEEEMID :
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Get-AdUser —filter {adminCount -eq 1} -Properties * |select SamaccountName,ObjectCategory

Office365XEZFMALTNBDEHES. Guest NIV FEMALT, ABOI—F—EDIZT2=Tr—Y
3V ENBDEEN DD, THRRBRRRBELIZDIC. U350 FTDGUest P Y FDERDRINE
D, BEICDONTERITITDELX,

How to get all guests users in an Office 365 tenant using PowerShell Azure AD

httos://gallery. technet.microsoft.com/office/How-to-get-all-guests-4293b4 7¢

6.2 FAA 2 im A

6.2.1 ImERDRYNI—VRR, T7A1INET)Z—DHE

BSRARESLINTORKRTRY FDO—DOREK, T2IIHEB, Jr7(IVHABERNCITD:
HED 2SI ENRUILBIBVIVD T POBBEB D, WARDRY FD—DREK, ITr1ILE
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htto://www.waynezim.com/2014/03/powershell-file-sharing-permissions-report/
PowerShell Get List Of Folders Shared

https://superuser.com/questions/ 769679/ powershell-get-list-of-folders-shared

$Servers = ( Get-ADComputer -Filter { DNSHostName -Like '*' } | Select -Expand Name )
foreach ($Server in $Servers)
{

(net view $Server) | % { if($_.IndexOf (' Disk ') -gt 0){ $_.Split (' ")I0l } } | o
ut-file C:¥file shares¥$Server.txt
}
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50
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SHETOHE (TILY) DURDZRESITUEN DD.
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6.3.2 H—/N—ORDPE#HDT I+ ILER—F

H—N—DOUE—-TRD by TEGEDT I # IV bIR— FOZEEFIE :
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7.1.2 VPNEBODOEEE T
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OV ~UDIFHFLIFDREAT. TNBNICEH. £FE. K. BH. MKREV SEBRICEDICIMT
BEHOFIRE. DUT VY vIVORENDFEED. A—U-—HBETIOMUBENDD.

7.1.4 KBEBDEEESE

1 V5 —xRy FOVPNDOBEREELHE ULHBEDOFIREEDD !

BERUEFCRKDIABRS 1 VY —Ry N DERESOVPNREOHEREICK T, RE/—E.
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— D3 EE Tl 2R d D, (BTFEIE)
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2L\ CNTIE. VPNEHRZT > CLVRBNENDSBRICITN TE T, BHRBR. WSABREDEE L
BEDBROIRECTD,

OUTYYPIVEERAI—T—C LN TAT—DICTINEN DD,

7.1.6 RADIUS Server

VPNEEPANDY FEBEADDPADY FEREZEETD !

BEIACK>TRETD, BIELTIBSBRNI—T—DREEB<IZH. VPNEEDRADIUS
Server|dActive Directory Network Policy Server &9 25 VPNEE N 5 Active Directory
Server ELDAPEESTE D, (BTHIE)

CNSDBRTEICKE DT VPNESR CED1— —EActive Directory® 1 —H —H—ipib . BEIOHE
[REMDIBIC, ADOA—Y—ZENITNIE., VPNEHEARYEEERDLOEBNTEERD, BIER
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7.2 FDMEE

7.2.1 Firewall, Proxy

TS5y DUR+EBRATD:
1V =Ry FEDBERYA h IPEOBEZERT DEDH. IP. URLDT S w D) R +ZEFirewall,
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Proxy ServerlC&839 2, (HESIE)

SUBAD T PEDVIVI T PHRAITBIPOT vV ITYA LI, TSy DU MMEESNTHRO,
FirewallXdbProxy ServerlCE# I DCE T, E8FA—ILD) I IOFN T 71 ILICESNENYILD T PD
BIEETEK L. HEZEMBCENTEERD, L. T3y DU FDRFICIEZBRBZBADDHND
Eho. BENbZRIRICIRETT D,

Cisco TALOS

https://www . talosintelligence.com/

7.2.2 Video&x
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BENSETZREICSNT IRIE. TSANR— FEFDRDAHCKDTSANY—DRBEH
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8.2 Windows
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